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Cryptography 

• Symmetric vs.  Asymmetric

• Transposition & substitution vs. Problems of computational complexity

Most used algorithms of asymmetric cryptography are not resistant to 
quantum computer attacks *

* P. Shor, Algorithms for quantum computation: discrete logarithms and factoring. Proceedings 35th Annual Symposium on Foundations of Computer Science. IEEE Comput. Soc. 
Press: 124–134, (1994).

Conventional Cryptography & Cryptography in Quantum Era
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Shor‘s quantum computer algorithm *



3SRC https://www.asiafinancial.com/conglomerates-set-busy-schedule-for-japans-new-quantum-computer  (2021, Japan)

https://www.asiafinancial.com/conglomerates-set-busy-schedule-for-japans-new-quantum-computer
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IBM Quantum Computing Platforms, src: 
https://www.ibm.com/quantum/technology 

https://www.ibm.com/quantum/technology


• Superposition of quantum states, quantum bit (qubit) 
can  represent any superposition of „1“ a „0“
• quantum entanglement

Commercial QC – IBM Q System One

Quantum Computer

• National Supercomputing Center in CZ

https://www.it4i.cz/

ANSELM, SALOMON, BARBORA, KAROLÍNA
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The German government announced that it planned to invest some €2 billion ($2.4 billion) in quantum technology 
research by 2025. SRC July 2021 https://www.dw.com/en/ibm-unveils-first-quantum-computer-in-germany/a-57909494

https://www.it4i.cz/
https://www.dw.com/en/ibm-unveils-first-quantum-computer-in-germany/a-57909494


Src: https://www.lumi-supercomputer.eu/europe-takes-a-quantum-leap-lumi-q-consortium-signs-contract/ 

https://www.lumi-supercomputer.eu/europe-takes-a-quantum-leap-lumi-q-consortium-signs-contract/


PQC / QRA – New quantum resistant 
algorithms after 3rd round: Crystal-Kyber
(KEM), Dillithium, Falcon, Sphincs+ (signatures), 
https://csrc.nist.gov/projects/post-quantum-cryptography

https://github.com/open-quantum-safe

* Lauterbach F., Burdiak P., Richter F., Voznak M. Performance Analysis 
of Post-Quantum Algorithms (2021) 29th Telecommunications Forum, 
IEEE TELFOR 2021. DOI:10.1109/TELFOR52709.2021.9653313

Cryptography in Quantum Era

QKD – Quantum Key Distribution

DV– Discrete Variable, encoding in discrete variables of 
quantum state
CV – Continuous Variable, 
DPR – Distributed Phase Reference
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https://csrc.nist.gov/projects/post-quantum-cryptography
https://github.com/open-quantum-safe


QKD (Quantum Key
Distribution)

• The idea of QKD was published in 1983* and the first protocol BB84 in 1984**

• Key is generated randomly (QRNG), encoded into photons polarizations,

and transmitted via a quantum channel (optic fiber or FSO)

• The original idea belongs to S. Wiesner in early 70s

(his work remained unpublished for over decade)

* S. Wiesner, Conjugate coding, ACM Sigact News, vol. 15, no. 1, pp. 78-88, (1983). 

** C. H. Bennett and G. Brassard, Quantum Cryptography: Public Key Distribution and Coin Tossing, in Proc. of IEEE International Conference on Computers, Systems and 
Signal Processing, vol. 175, no. 150. New York, (1984).
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Key interception problem

Heisenberg's uncertainty principle significantly intercepts 
eavesdropping => an increase in the error rate in the 
quantum channel

Why QKD is secure ? 

No-cloning theorem

It is impossible to create an independent and identical 
copy of an arbitrary unknown quantum state
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SRC: wikipedia.org/wiki/Werner_Heisenberg



Experiment with Polarization
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The probability that the photon will pass through the second filter depends on angle x.



Experiment with Polarization
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Birefringent crystals of calcite 
(CaCO3) refract light with different 
polarization in different directions



BB84 QKD protocol
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Post-processing
(bidirectional 
communication over 
Public channel)

• Sifting
• Error correction
• Privacy 

amplification



QKD link consists of two channels
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M. Mehic, O. Maurhart, S. Rass, D. Komosny, F. Rezac and M. Voznak, Analysis of the Public Channel of Quantum Key Distribution Link, IEEE Journal of Quantum Electronics, Vol. 53, 
No. 5, 2017, Article 9300408, DOI: 10.1109/JQE.2017.2740426.

The public channel includes post-processing steps and affects the quality of QKD link *
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Trusted-Relay

● Initial version of “trusted relay” approach assumed “value n” to be 
clear-text message 



Trusted-Relay with KEY-RELAY

● Key is generated using QRNG
● Key k is generated in advance while it can be used as needed



DARPA BBN QKD Network)

● DARPA BBN QKD Network (MIT, HU, BU)
● 2002 - 2005
● 10 nodes
● Max key rate 400 bps
● BB84 protocol used
● BBN key relay
● IPsec IKEv1 modification



Trusted nodes
- hop-by-hop, EU FP6 SECOQC Network

● SECOQC QKD Network
● 2004 - 2008
● 6 nodes
● Max key rate 3.1 kbps over 33km
● BB84, SARG 04, COW, BBM92, CV-QKD
● IPsec IKEv2 tunnel
● Hop-by-hop (message)



hop-by-hop, UQCC Tokyo QKD network
- FIRST Time KMS

● Tokyo UQCC

● 2010

● 6 nodes

● Max key rate 304 kbps over 45km

● BB84, BBM92

● IPsec IKEv2 tunnel

● Key Management Server (KMS)

○ Koganei-1, Koganei-2, Otemachi-1, Otemachi-2

○ QKD network monitoring

● First hierarchical QKD network

● Hop-by-hop (message)



China QKD Networks

• 2017, satelit Micius (LO, 500 km, 
7 600 km Xinglong – Graz)

• 2017, Bejing-Shanghai, 2000 km 
(32 nodes, 250 kbps, 43 km)



China QKD Networks

• Wuhan QKD network
● 2017

● 71 nodes

● 141 kbps over 16.5 km (max)

● Decoy state BB84

● Centralized control server

● Key relay management



QKD Network 
Topology

QKD Key Establishment 
Path

Data usage path

Two routing 
protocols!

Dervisevic E., Voznak M., Mehic M. Large-scale Quantum Key Distribution Network Simulator (2024) Journal of Optical 
Communications and Networking, 16 (4), pp. 449 - 462. DOI: 10.1364/JOCN.503356 (IF = 5.0)

http://progress_bar_id/


QKD node structure *
● Local Key Management System 

is a contact-point with 
applications

● LKMS controls multiple QKD 
systems (QKD links)

● QKD Control (power on/off, 
rebooting, QBER meas., temp. 
meas.)

● LKMS communicates with other 
KMSs

● Routing/forwarding module 
entity

Routing based on QoS Metrics **

* Vicente, M. et al. Quantum technologies in the telecommunications 
industry (2021) EPJ Quantum Technology 8.1 (2021): 19.

** Mehic M., Fazio P., Rass S., Maurhart O., Peev M., Poppe A., Rozhon J., Niemiec M. and Voznak M. A Novel Approach to 
Quality-of-Service Provisioning in Trusted Relay Quantum Key Distribution Networks (2020) IEEE/ACM Transactions on 
Networking, 26 (1), pp. 168-181. 



● Application defines when to send 
GetStatus or GetKey messages

● Communication between 
applications is out of scope of 
ETSI QKD 014 standard

● Test it at  open-qkd.eu 

Key Management

Kutschera F., Dervisevic E., Behan L., Lopez D., Mehic
M., Voznak M., Hubel H., Pastor A., Cepeda L. Data 
acquisition and simulation tools for virtual QKD
testbed access-examples from the OPENQD project
(2021) 2021 European Conference on Optical
Communication, ECOC 2021. 

http://www.open-qkd.eu/


● Domain KMS control all KMSs within the domain (separated 1,2,3) 
● Hierarchical organization is possible (National KMS ?)



EU OPENQKD
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https://open-qkd.eu

M. Mehic, E. Dervisevic, P. Burdiak, V. 
Lipovac, P. Fazio and M. Voznak, 
"Emulation of Quantum Key Distribution 
Networks," in IEEE Network, 
DOI: 10.1109/MNET.2024.3398404.

https://open-qkd.eu/
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5G Campus Network in Ostrava

● 2019, a contract for the pilot 5G campus network project (Deutsche Telekom, T-Mobile CZ, Ericsson)

● 2020, launched in LTE band b7 (2600 MHz) REL14 and in 5G NR band n78 (3480-3520 MHz) REL15

● 2021, mmW at 27 GHz in band n258 (26.5 – 27.5 GHz).

● 2023, 5G SA REL16

● 2024, 5G SA REL17

(2021 - 2024)
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5G Campus Network in Ostrava
● We develop 5G applications for Industry 4.0



32

5G Campus Network in Ostrava
● Outdoor and internal radio units cover university campus in Ostrava Poruba
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5G Campus Network in Ostrava
● 5G mmW applications development

Quectel RM510Q-GL

○ Form factor M.2

○ 5G NR: 
n1/n2/n3/n5/n7/n8/n12/n20/n25/n28/n38/n40/n41/n48/n6
6/n71/n77/n78/n79/n257/n258/n260/n261

○ 5G NSA mmWave: Max. 7.5Gbps (DL)/ Max. 2.9Gbps (UL)
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Encryption of 5G Core
● AES 256 , ChaCha20 

● Encryptor  -  7 Gbps of throughput (TCP)

Quantum Cryptography in 5G Networks: A Comprehensive Overview (2024) IEEE Communications Surveys and 

Tutorials, 26(1), pp. 302-346.

https://ieeexplore.ieee.org/document/10231341
https://ieeexplore.ieee.org/xpl/RecentIssue.jsp?punumber=9739


Modified AODV in 
QKDNetSim



EuroQCI



Thank you
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Miroslav Vozňák
voznak@ieee.org

mailto:voznak@ieee.org
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