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Conventional Cryptography & Cryptography in Quantum Era

Cryptography

« Symmetric vs. Asymmetric

« Transposition & substitution vs. Problems of computational complexity

Shor‘s quantum computer algorithm *

Most used algorithms of asymmetric cryptography are not resistant to
guantum computer attacks *

“Who controls history controls the future.”
—George Orwell, 1984

* P. Shor, Algorithms for quantum computation: discrete logarithms and factoring. Proceedings 35th Annual Symposium on Foundations of Computer Science. IEEE Comput. Soc.

Press: 124-134, (1994).
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Ran quantum circuits on Released multi- Enhanced quantum Brought dynamic Enhanced quantum Imiprove quantum circuit Enhance quantum
the IBM Quantum Platform dimensional roadmap execution speed circuits to unlock more execution speed by bx quality and speead to execution speed and
publicly with initial aim by 100x with computations with Quantum Serverlass allow 5K gates with parallelization with
focusad on scaling Qiskit Runtime and execution madas parametric circuits partitioning and
guantum maodularity
Platform

IBM Quantum Computing Platforms, src:
https://www.ibm.com/quantum/technology Code %)  Functions

assistant

Middleware

Quantum Transpiler Resource
Serverless service management

Qiskit Runtime

QASM 3 Dynamic Execution Heron F[amingg

circuits modes [EK} (EK}

Error mitigation Error mitigation

Falcon
5k gates

Canary Albatross Penguin Benchmarking Benchmarking 156 gubits
5 I_':|L.|:'_:|i1'_:_i 15 f|l_1|‘.|i1:_5 20 qubits 53 qubits 27 qubits 127 I:||J|:Il‘t'5 Quantum modular

156x7 = 1092 qubits
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Quantum Computer

- Superposition of quantum states, quantum bit (qubit)
can represent any superposition of ,1“a ,0"
- quantum entanglement

Commercial QC - IBM Q System One

The German government announced that it planned to invest some €2 billion ($2.4 billion) in quantum technology
research by 2025. SRCJuly 2021 https://www.dw.com/en/ibm-unveils-first-quantum-computer-in-germany/a-57909494

-

« National Supercomputing Center in CZ

https:.//www.it4i.cz/

ANSELM, SALOMON, BARBORA, KAROLINA
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Europe takes a quantum leap: LUMI-Q consortium signs
contract to establish quantum computer in the Czech

Republi
LUMI-Q CONSORTIUM MEMBERS SRR
26.9.2024

- Coordinator: VSB — Technical University of Ostrava, IT4Innovations National Supercomputing
« CSC — IT Center for Science, Finland

- VTT Technical Research Centre of Finland Ltd, Finland

.- Chalmers University of Technology, Sweden

- Danish e-Infrastructure Consortium (DeiC), Denmark

« Akademickie Centrum Komputerowe Cyfronet AGH, Poland

- Nicolaus Copernicus Astronomical Center, Poland

- Sigma2 AS, Norway

« Simula Research Lab, Norway

- SINTEF AS, Norway

« University of Hasselt, Belgium

- TNO Netherlands Organisation for Applied Scientific Research, the Netherlands
« SURF BV, the Netherlands

Luxembourg, 26 September 2024 - The European Union has taken another step towards enhancing the European quantum

computing infrastructure by signing a contract for the acquisition of the LUMI-Q consortium’s quantum computer. The quantum
computer will be housed in Ostrava, Czech Republic, at the [T4Innovations National Supercomputing Center, part of the VSB—
Technical University of Ostrava. The contract was signed between the European High Performance Computing Joint Undertaking
(EuroHPC JU) and IQM Quantum Computers, the company selected to supply the unique technology.


https://www.lumi-supercomputer.eu/europe-takes-a-quantum-leap-lumi-q-consortium-signs-contract/
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Cryptography in Quantum Era

PQC / QRA - New quantum resistant
algorithms after 3rd round: Crystal-Kyber
(KEM), Dillithium, Falcon, Sphincs+ (signatures),

https://csrc.nist.gov/projects/post-quantum-cryptography
https://github.com/open-quantum-safe

* Lauterbach F., Burdiak P., Richter F., Voznak M. Performance Analysis
of Post-Quantum Algorithms (2021) 29th Telecommunications Forum,
IEEE TELFOR 2021. DOI:10.1109/TELFOR52709.2021.9653313

NST

Information Technology Laboratory

COMPUTER SECURITY RESOURCE CENTER

PROJECTS POST-QUANTUM CRYPTOGRAPHY

Post-Quantum Cryptography rqc
f v

Round 4 Submissions

Official comments on the Fourth Round Candidate Algorithms should be submitted using the "Submit
Comment" link for the appropriate algorithm. Comments from the pgc-forum Google group subscribers will also
be forwarded to the pgc-forum Google group list. We will periodically post and update the comments received to
the appropriate algorithm.

QKD - Quantum Key Distribution

DV- Discrete Variable, encoding in discrete variables of
quantum state

CV - Continuous Variable,

DPR - Distributed Phase Reference


https://csrc.nist.gov/projects/post-quantum-cryptography
https://github.com/open-quantum-safe

G QKD (Quantum Key
Distribution)

- The idea of QKD was published in 1983* and the first protocol BB84 in 198

- Key is generated randomly (QRNG), encoded into photons polarizations,
and transmitted via a quantum channel (optic fiber or FSO)

[Bennett Brassard 84]

- The original idea belongs to S. Wiesner in early 70s
(his work remained unpublished for over decade)

*S. Wiesner, Conjugate coding, ACM Sigact News, vol. 15, no. 1, pp. 78-88, (1983).

** C. H. Bennett and G. Brassard, Quantum Cryptography: Public Key Distribution and Coin Tossing, in Proc. of IEEE International Conference on Computers, Systems and

Signal Processing, vol. 175, no. 150. New York, (1984). 9
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Why QKD is secure ?

Key interception problem

Heisenberg's uncertainty principle significantly intercepts
eavesdropping => an increase in the error rate in the

gquantum channel

SRC: wikipedia.org/wiki/Werner_Heisenberg

No-cloning theorem

It is impossible to create an independent and identical
copy of an arbitrary unknown quantum state

9
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Experiment with Polarization

Vertical polarizing filter

Light polarized
at angle x
Vertically
polanzed
Bght

Unpolarized light

The probability that the photon will pass through the second filter depends on angle x.

10
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Experiment with Polarization

(@) Birefringent crystals of calcite
(CaCO3) refract light with different

polarization in different directions

11
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BB84 QKD protocol 11> | and | |72 >|-"1"
e Y, e v
Vertical/Horizontal Base Diagonal Base
- — |
Alice \ | | / | Post-processing
0 0 1 1 (bidirectional
communication over
x 0-*-0 x x Public channel)
Bob - - Sifting
\ / '\A e Error correction
« Privacy
0 1 0 amplification
Result OK OK OK Luck Error Error
12
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QKD link consists of two channels

The public channel includes post-processing steps and affects the quality of QKD link *

Classical

network Classicakl
device ) ngtw_or
-7\~ Public evice

Classical
network

_Channel % =
~ |8 ]
@ QKD link Quantum @

q;::it;em Channel quantum
device
Node A Node B

M. Mehic, O. Maurhart, S. Rass, D. Komosny, F. Rezac and M. Voznak, Analysis of the Public Channel of Quantum Key Distribution Link, IEEE Journal of Quantum Electronics, Vol. 53,
No. 5, 2017, Article 9300408, DOI: 10.1109/JQE.2017.2740426. 13



Alice Bob
Q
Quantum channel

B i

s authu(sifting) Y

- error rate estimation 1
R

. error correction J
F e authxa(error correction) J

- privacy amplification J
A

\J Y
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Trusted-Relay

Message AB® (n® AB)=n BC® (n® BC)=n CD® (n® CD)=n

-
s N P \ -~

n

Message
n

n® AB

<«— Quantum Channel
<« ---» Public Channel

 Initial version of “trusted relay” approach assumed “value n" to be
clear-text message
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Trusted-Relay with KEY RELAY

LI’I\JEST4WB

Generate
key k
AB® (k® AB)=k BC® (1<® BC)=k CD® (k® CD)=k
27N
Store Relay g \
key k

QKD Key
Storage

X &% Store

k® AB key k

o=

«—» Quantum Channel w

QKD Key
Storage

<« - --» Public Channel

&% internal Messages Key is generated using QRNG

« Key kis generated in advance while it can be used as needed
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DARPA BBN QKD Network)

reservation requests

a)

b)

c)

AB® (AB® BC)
@ (BC® CD)
®(n®CD)=n

Message
n

<—> Quantum Channel
<« - --» Public Channel

BN/BU Entangled QKD

Qineti
Freespace QDK

BEN Mark 2
Week Coherent
QKD

MNIST Freespace QKD

|
|
Harward :
I
| .
I I
: BEN QKD link :
( DARPA BBN QKD Network (MIT, HU, BU) \
2002 - 2005
10 nodes

Max key rate 400 bps
BB84 protocol used
BBN key relay

IPsec IKEv1 modification




M AB® (n® AB)=n BC® (n® BC)=n CD® (n® CD)=n
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Trusted nodes
- hop-by-hop, EU FP6 SECOQC Networ

Message
n

n® AB n® BC n® CD

<«—> Quantum Channel
< ---» Pyblic Channel

Entangled
16km

Freespace
q#0m

SECOQC QKD Network

2004 - 2008

6 nodes

Coritirmidins: vartablé Max key rate 3.1 kbps over 33km

6km ’ BB84, SARG 04, COW, BBM92, CV-QKD
IPsec IKEv2 tunnel

/ Hop-by-hop (message)

fl oshiba

\ 32km

Coherent
one-way

<«—— Public Channel
. S <— —» Quantum Channel
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hop-by-hop, UQCC Tokyo QKD network
FIRST Time KMS

Tokyo UQCC

2010

6 nodes

Max key rate 304 kbps over 45km
BB84, BBM92

IPsec IKEv2 tunnel

(CTELCIM - All Vienna BIGTELEY TREL N Otemachi IDQ

-

3 1km g 2 A 45km % 2 2 13km

NTT-NICT
90km

Mitsubishi
24km

Key Management Server (KMS)

Koganei « NEC-NICT | Koganei o Koganei-1, Koganei-2, Otemachi-1, Otemachi-2
p 45km A

o QKD network monitoring

e First hierarchical QKD network

<«— QKD link e Hop-by-hop (message)
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China QKD Networks

« 2017, satelit Micius (LO, 500 km,
7 600 km Xinglong - Graz)

Micius - Graz, Austria

.o . Date Sifted ke QBER | Final ke
* 201 7’ BeJIng-Shanghal’ 2000 km 06;18/2017 1361 kby 1.4% ’ Micius — Xinglong, China
(32 nodes, 250 kbps, 43 km) caronorr |71tk |23 | e S MBEe, | siteakey | GeeR | Finaivey

06/23/2017 700 kb 2.4 { 1.2% | 61kb
06/26/2017 1220 kb 5%~ 361 kb 609%0 1.1% 141 kb

Legend

Shanghai

Access node

Trusted repeater with only
ey relaying function

Beijing iR 7600km

Note: Beijing, finan, Hefel and Shanghai are connected ta their own metropaliton QKD network
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o 2017

e 71 nodes

e 141 kbps over 16.5 km (max)
e Decoy state BB84

e Centralized control server

China QKD Networks

e Key relay management

Legend
Centralized control station
serving as the netwark key relay
server, It also provides end user
functions

Nodes with end user function

Nodes with key relay
function only

60 end user nodes
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QKD Network
Topology

QKD Key Establishment
Path

Two routing
protocols!

Data usage path

__.

Dervisevic E., Voznak M., Mehic M. Large-scale Quantum Key Distribution Network Simulator (2024) Journal of Optical
Communications and Networking, 16 (4), pp. 449 - 462. DOI: 10.1364/JOCN.503356 (IF = 5.0)



http://progress_bar_id/

v®T4WB

QKD node structure *

°®
* V|c
/ndus

o Mehic M., Fa

Local Key Management System
is a contact-point with
applications

LKMS controls multiple QKD
systems (QKD links)

QKD Control (power on/off,
rebooting, QBER meas., temp.
meas.)

LKMS communicates with other

et al. Quantum technologies in the te/ecommunlcat/ons

2021 ) EPJ Quantum Te bnolog 8.1 élz i
outin orwar uie

Security
perimeter

APPs

QKD Node

SR R R R SRR SRR T AR R R R SR SR R R S R e e e e e e o

Rass S, Maur art O Peev M., Poppe A., Rozhon J., Niemiec M. and Voznak M. A Novel Approach to

Qua/:@-@tﬂy/lce Prov:s:on/ng in Trusted Relay Quantum Key Dlstrlbutlon Networks (2020) IEEE/ACM Transactions on
Networking, 26 (1), pp. 168-181.
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ETSI QKD 014 - Protocol and data format of REST-based key delivery API

Key Management 0 0 ==

QKD App
QKDAECUEW (ﬂse (Alice) (Bob)
' Start
e Application defines when to send | | e
GetStatus or GetKey messages 5 00t status (Bob)
Get status
e Communication between Response
applications is out of scope of | Response
ETSI QKD 014 standard | ;‘ Get key
. Get key
e Testitat open-gkd.eu
Response
Response >

Kutschera F., Dervisevic E., Behan L., Lopez D., Mehic
M., Voznak M., Hubel H., Pastor A., Cepeda L. Data
acquisition and simulation tools for virtual QKD
testbed access-examples from the OPENQD project
(2021) 2021 European Conference on Optical
Communication, ECOC 2021.

Inform about fetched key IDs
(out of scope of ETSI 014)

| Get key with IDs :
: >

6 O

KMS QKD Buffer
Bob Bob

| Response
< P

Get keys

— "
Response



http://www.open-qkd.eu/

Key Managment
System (KMS) of Domain 1

Local Key
Managment
System (LKMS)
Alice

Domain 2 Domain 3

ETS|,014/ Domaln 2
A ETSI 004
¥ LKMS

Bagbara's

QKD Iink\‘

e Domain KMS control all KMSs within the domain (separated 1,2,3)
o Hierarchical organization is possible (National KMS ?)



EU OPENQKD

Project description

CIREEE

Europe-wide quantum communication testing

Quantum communication has the potential to protect the EU's sensitive data and digital infrastructure for years to
come. A test quantum communication infrastructure will be set up in several European countries. Launched by the
EU-funded OPENQKD project, its activities will take place in Austria, Czech Republic, France, Germany, Greece
Italy, Netherlands, Poland, Spain, Switzerland and the UK. It will boost the security of critical applications in various
fields — from telecommunications to electricity supply and healthcare. Bringing together a multidisciplinary team
(leading European telecommunication equipment manufacturers, end-users and critical infrastructure providers,
network operators, quantum key distribution equipment providers, digital security professionals and scientists) from
13 EU countries, the aim is to bolster Europe’s leadership in quantum technologies.

Show the project objective

—c_ 0N - _ % _ - - -

1100
_;;m:wtmc

Project Information

OPENQKD
Grant agreement |D: 857156
W

Dol

10.3030/857156 &

Start date End date
2 September 2019 1 March 2023

Funded under

INDUSTRIAL LEADERSHIP - Leadership in enabling
and industrial technologies - Information and
Communication Technologies (ICT)

Total cost

€17 974 246,25 ‘
EU contribution
€ 14 999 989,89
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Quantum Key Distribution Network Simulation Module

This model implements the base specification of the Quantum Key Distribution (QKD) network module including QKD key, QKD Buffer (storage),
Ostrava (Czech Republic) by Miralem Mehic (miralem.mehic@ieee.org) and it is maintained by Department of Telecommunications of the Univel

The implementation of QKD Buffer, QKD Header and QKD Key is based on Austrian Institute of Technology (AIT) R10 post-processing scftware (
section.

Prerequisite
Quantum Key Distribution Network Simulation Module {QKDMetSim) includes QKDCrypto class that relies on cryptographic algorithms and sche

algorithms and cryptographic hashes including Cne-Time Pad (OTP) cipher, Advanced Encryption Standard (AES) block cipher, VMAC message au
of the packet into a byte array which is used as the input in cryptographic algorithms and schemes.

Installing crypto++ (libcryptopp) on Ubuntu:

% sudo apt-get install libcrypto++-dev libcrypto++-doc liberypto++-utils
On distributions which use yum (such as Fedora):

$ yum install cryptopp cryptopp-devel

In your scripts simple include required libraries using:

% #include <crypto++/aes.h>;
$ #include <crypto++/modes.h>;
$ #include <crypto++/filters.h>;

Wscript is already updated to support crypto++ while installation details can be found on this URL

Model Description

The source code for the new module lives in the directory src/gkd. Due to realization of overlay QKD link and network, additional “virtual” TCP,
processing applications live in src/applications.

the European Union
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Quantum Key Distribution Network
Simulator
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Set Parameters

QKD Systems
Settings of QKD systems used to generated secret keys

DISTAMCE (M) € KEY RATE (BPS) € KEY SIZE (BYTES) €
182074 10811.955 2300

PP RATE (BPS) @ OKD START TIME (SEC) €

10000 1]

End-user applications
Settings of end-user applications that consume secret keys

@® Docker ON

PP PACKET SIZE (BYTES) @

100

OKD STOP TIME (SEC) €

30

AUTHEMTICATION TYPE € ENCRYPTION TYPE €) AES LIFETIME (PACKETS) €

SHA1 AES-128 1

NUM OF KEYS TO FETCH FROM KMS € APP TRAFFIC RATE (EPS) € APP START TIME (SEC) €

10 10000 10

APP PACKET SIZE (BYTES) €

300

APP STOP TIME (SEC) €

30
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The NATO Science for Peace

This activity :
and Security Programme

n’j OTAN is supported by:

5G Campus Network in Ostra

2019, a contract for the pilot 5G campus network project (Deutsche Telekom, T-Mobile CZ, Ericsson)
2020, launched in LTE band b7 (2600 MHz) REL14 and in 5G NR band n78 (3480-3520 MHz) REL15

2021, mmW at 27 GHz in band n258 (26.5 - 27.5 GH2).
2023, 5G SA REL16
2024, 5G SA REL17

30
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5G Campus Network in @ =

® We develop 5G applications for Industry 4.0

new components for mmWave
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5G Campus Network in Ostrava

® QOutdoor and internal radio units cover university campus in Ostrava Poruba

CPIT budova, outdoor Smart Factory, indoor

Radio Networks lab, indoor
+ mmWave

Data-center (ePC)




.
5G Campus Network in Ostrava

® 5G mmW applications development

Quectel RM510Q-GL
o Form factor M.2

o 5G NR:
N1/n2/n3/n5/n7/n8/n12/n20/n25/n28/n38/n40/n41/n48/n6
6/n71/n77/n78/n79/n257/n258/n260/n261

o 5G NSA mmWave: Max. 7.5Gbps (DL)/ Max. 2.9Gbps (UL)

QuUECTEL

RM510Q

XX
RMS5 1 000006 X000 000X
SH200000000000000¢

I EXO0000000000CK XXX

o I o] |®|f‘\ (fol]
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Miroslav Voznak

Encryption of 5G Co @QuaNTUMS Quantum Key

Distribution
® AES 256, ChaCha20 I\Oletworks
® Encryptor - 7 Gbps of throughput (TCP)

@,

oI ‘. Encrypted Traffic p .

Encryptor Encryptor
Y o { AAU i— DU Cu # o < 5G Core
i : : : - o
!Q’ ETSI n14§ ETSI 014
UE Public channel
QKD Node QKD Node
Alice Bob

Quantum channel

Quantum Cryptography in 5G Networks: A Comprehensive Overview (2024) IEEE Communications Surveys and
Tutorials, 26(1), pp. 302-346. 34
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Key material (bit)

[node 2] AodvqRoutingProtocol:Forwarding(): [DEBUG]
[node 2] AodvgRoutingProtocol:Forwarding(): [DEBUG]
[node 2] AodvgRoutingProtocol:Forwarding(): [DEBUG]
[node 2] AodvgRoutingProtocol:Forwarding(): [LOGIC]

1x108 |-
800000 |-
600000 |-
400000 |-

200000

NEST4WB

&/

Modified AODV in

QKDNetSim

[node 2] AodvqRoutingProtocol:Forwarding(): [DEBUG]
[node 2] AodvgRoutingProtocol:Forwarding(): [DEBUG]
[node 2] AodvgRoutingProtocol:Forwarding(): [DEBUG]
[node 2] AodvgRoutingProtocol:Forwarding(): [LOGIC]

QKD buffer between nodes 2 and 4

0 10 20 30 40 50 60
Time (second)

70

Amount of key material
Threshold

Minimum

Maximum

Status: READY
Status: WARNING
Status: CHARGING
Status: EMPTY

1x108 |-

800000 [

600000 [

400000 -

200000

Random Number: 70
Percentage path after round 48
Percentage path after round 106
11.0.3.1 forwarding to 11.0.6.2 from 11.0.1.1 packet 767679

Random Number: 24
Percentage path after round 48
Percentage path after round 160
11.0.2.1 forwarding to 11.0.6.2 from 11.0.1.1 packet 819016

QKD buffer between nodes 2 and 3

20
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Mcur,a,b =50

Amount of key material
Threshold
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Maximum

Status: READY
Status: WARNING
Status: CHARGING
Status: EMPTY

Mcur,b,c = 50

Mcur,c,e = 10

Mcur,d,e = 50
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Mcur,e,f =60
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EuroQCl

The European Quantum Communication Infrastructure (EuroQCl)
Initiative

The EuroQCl initiative aims to build a secure quantum communication
infrastructure that will span the whole EU, including its overseas territories.

Since June 2019, all 27 EU Member States have signed the European Quantum Communication
Infrastructure (EuroQCI) Declaration, signalling their commitment to the EuroQClI initiative.

The participating countries are working with the European Commission and the European Space
Agency (ESA) to design, develop and deploy the EuroQCI. The aim is for it to be fully operational by
2027.
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Thank you

Miroslav Voznak
voznak@ieee.org
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