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Course agenda

ÁIntroduction
ÁMalware 
ÁAI
ÁSwarm intelligence (SI)

ÁMalware ςtechniques and principles

ÁThe todays role of the AI and SI in malware and 
antimalware technologies

ÁThe most advances malware ςwhat we shall expect
ÁAI, Swarm intelligence and malware = X-ware
ÁFusion and the main principles
ÁX-worm a real swarm malware
ÁPrinciples, behavior, communication via dark net, analysis

ÁExamples

ÁFuture technologies 

ÁQuestions & Discussion
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The most dangerous viruses 

ÁStuxnet, 2009-2010 
An error is seen on a computer screen of Bushehr nuclear power plant's map in the Bushehr Port on the Persian Gulf, 1,000 
kms south of Tehran, Iran on February 25, 2009. 

Á2008 air crash of  SpanairMD-82 during take off in Madrid, 154 dead.

ÁThe worst tragedy in Spain in last 25 yrs, one of the service computers system attacked by Trojan:

ÁHernández, José Antonio (20 August 2010)."El ordenador de Spanair que anotaba los fallos en los aviones tenía 
virus"[The Spanair computer that wrote down the faults in the aircraft had a virus].El País(in Spanish).

ÁLeyden, John (20 August 2010). "Trojan-ridden warning system implicated in Spanaircrash".

Á"Malware implicated in fatal Spanairplane crash". TechNewsDaily. 20 August 2010.

Speaking: Ivan Zelinka

http://www.elpais.com/articulo/espana/ordenador/Spanair/anotaba/fallos/aviones/tenia/virus/elpepiesp/20100820elpepinac_11/Tes
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Cybernetic war

Á"Crippling blackout hits tens of millions in South America". 
www.cbsnews.com.

Speaking: Ivan Zelinka



0101010101010101001010101010101010101101101010110110010

1011001001011001001010101010101010010101010101010101011

0110101011011001010110010010110010010101010101010100101

0101010101010101101101010110110010101100100101100100101

0101010101010010101010101010101011011010101101100101011
0010010110010010101010101010100101010101010101010110110

1010110110010101100100101100100101010101010101001010101

0101010101011011010101101100101011001001011001001010101

0101010100101010101010101010110110101011011001010110010

0101100100101010101010101001010101010101010101101101010
1101100101011001001011001001010101010101010010101010101

0101010110110101011011001010110010010110010010101010101

0101001010101010101010101101101010110110010101100100101

1011010101101100101011001001011001001010101010101010010

1010101010101010110110101011011001010110010010110110101
0110110010101100100101100100101010101010101001010101010

1010101011011010101101100101011001001011011010101101100

101011001001011001001010101010101010010101010101010101

01101101010110110010101100100101101101

Cybernetic threads
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A.I. and cybersecurity 

ÁDeep fake videos /faces.

Á[ŜŀǊƴƛƴƎ ŦǊƻƳ ¢ǿƛǘǘŜǊΣ LƴǎǘŀƎǊŀƳΣ C/.Σ ŜƳŀƛƭǎΧ to mimic behaviour, moods, formal/informal communication 
ǎǘȅƭŜǎΧ όάLǘ ŎƻƳŜ ŦǊƻƳ ƳŜΣ ƛǘ ǎƻǳƴŘǎ ƭƛƪŜ ƳŜΣ ƛǘ ǘŀƭƪǎ ŀōƻǳǘ ǘƘŜ ǘƘƛƴƎǎ ǿŜ ǳǎǳŀƭƭȅ ǘŀƭƪ ŀōƻǳǘΦ L ŜȄǇŜŎǘ ǘƘŜȅϥŘ 
ƻǇŜƴ ƛǘέύΦ

Á²Ŝ ǎƘƻǳƭŘ ƴƻǘ άǎƭŜŜǇέ ǿƛǘƘ ƳƛǎŎƻƴŎŜǇǘƛƻƴΥ έLŦ L ǿŀǎ ŀƴ ŀǘǘŀŎƪŜǊΣ ǿƘȅ ǿƻǳƭŘ L ŘŜǾŜƭƻǇ ŀ ŘŜŜǇ ƭŜŀǊƴƛƴƎ ǎȅǎǘŜƳ 
ƭƛƪŜ DƻƻƎƭŜκaL¢ ŀǊŜ ōǳƛƭŘƛƴƎ ǿƘŜƴ L Ŏŀƴ ǎŜƴŘ млΣллл ŜƳŀƛƭǎ ŀƴŘ ƘŀǾŜ ƻƴŜ ǇŜǊǎƻƴ ŎƭƛŎƪ ƻƴ ǘƘŜƳΚέ

ÁNear Future: It's still possible that like any legitimate organisation, hacking gangs will look to exploit machine 
learning and artificial intelligence tools to augment their operations, if not replace their manual tasks. "Hackers 
ǿƛƭƭ ŀƭǿŀȅǎ ƭƻƻƪ ŦƻǊ ǘƘƛƴƎǎ ǘƻ ƳŀƪŜ ǘƘŜƛǊ ǇǊƻŎŜǎǎŜǎ ǿƻǊƪ ǎƳƻƻǘƘŜǊέ

Á=> !ΦLΦ ŘǊƛǾŜƴ ƳŀƭǿŀǊŜΣ ǾƛǊǳǎŜǎΣ aŀŎƘƛƴŜ [ŜŀǊƴƛƴƎ ǇƻǿŜǊŜŘ ŎȅōŜǊŀǘǘŀŎƪǎΧ
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Cyberthreadsthe cybersecurity landscape
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Understanding the cybersecurity landscape

Spy and War Landscape
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Malware ςhistory and basic principles
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Brief history of malware

ÁFollow ideas of A. M. Turing and J. von Neumann (Scientific 
!ƳŜǊƛŎŀƴΣ мфсс όмфпфύΣ ά¢ƘŜƻǊȅ ŀƴŘ hǊƎŀƴƛȊŀǘƛƻƴ ƻŦ /ƻƳǇƭƛŎŀǘŜŘ 
!ǳǘƻƳŀǘŀΣέ ŀ ǇŀǇŜǊ ǘƘŀǘ ǇƻǎǘǳƭŀǘŜǎ Ƙƻǿ ŀ ŎƻƳǇǳǘŜǊ ǇǊƻƎǊŀƳ 
could reproduce itself. 

ÁмфрлǎΣ ŜƳǇƭƻȅŜŜǎ ŀǘ .Ŝƭƭ [ŀōǎ ƎŀǾŜ ƭƛŦŜ ǘƻ Ǿƻƴ bŜǳƳŀƴƴΩǎ ƛŘŜŀ 
ǿƘŜƴ ǘƘŜȅ ŎǊŜŀǘŜŘ ŀ ƎŀƳŜ ŎŀƭƭŜŘ ά/ƻǊŜ ²ŀǊǎΦέ Lƴ ǘƘŜ ƎŀƳŜΣ 
ǇǊƻƎǊŀƳƳŜǊǎ ǿƻǳƭŘ ǳƴƭŜŀǎƘ ǎƻŦǘǿŀǊŜ άƻǊƎŀƴƛǎƳǎέ ǘƘŀǘ ŎƻƳǇŜǘŜŘ 
for control of the computer.

ÁThe Brain

ÁOld and modern malware

Speaking: Ivan Zelinka
https://www.lastline.com/blog/history-of-malware-its-evolution-and-impact/

https://www.lastline.com/blog/history-of-malware-its-evolution-and-impact/
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Brief history of malware
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Brief history of malware

ÁModern era of malware 

ÁAI in defence

ÁBehavioral analysis
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Brief history of malware

ÁEra of malware with AI (?)

ÁSwarm virus predicted

ÁExperiments with swarm worm combined with ANN
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Basic methods of infection

ProgramVirus Virus

ProgramVirus Virus

JMP redirection

Virus body
JMP at the 

EOF –virus 

beginning

Jump on the beginning

Transcript of the host : the host does not change the length , but destroy it .

Append to the host, extends the length of the host and retains its functionality
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Prelude ςvirus body in C#
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Overview

ÁMalwareis the main weaponof cyberattacks.

ÁDesignedto disruptandgainunauthorizedaccessto
a computersystem.

ÁTypes of malware: virus, worm, trojan, spyware,
adware,ransomware,rootkit, botnetΧ
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Malware

Virus

Worm

Trojan

Spyware

Adware

Ranso
mware

Rootkit

Botnet
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Delivery methods

Removable media 

E-mail attachments

Drive-by downloads

Social engineering

Propagate in network

ΧΦ
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Advanced malware

ÁDistributed,ŦŀǳƭǘπǘƻƭŜǊŀƴǘarchitecture(esistanceagainstdeleting,malfunctioning,etc.ςPCs,infect paths)

ÁMultifunctionality (basedon CnCservers,variablefunctionality)

ÁCamouflagetechniques
ÁEncryption(Encryptthe viruscode)

ÁOligomorphism(advancedform of the encryption,usemultiple decryptionroutines)

ÁPolymorphism(usingcode encryption, a high number of a high number of mutant decryptors; changingits code
constantly)

ÁMetamorphism(mutatethe bodyof virus,everycopyhasdifferent structure,butǾƛǊǳǎΩǎbehaviordoesnot change)

23

Speaking: Ivan Zelinka



0101010101010101001010101010101010101101101010110110010

1011001001011001001010101010101010010101010101010101011

0110101011011001010110010010110010010101010101010100101

0101010101010101101101010110110010101100100101100100101

0101010101010010101010101010101011011010101101100101011
0010010110010010101010101010100101010101010101010110110

1010110110010101100100101100100101010101010101001010101

0101010101011011010101101100101011001001011001001010101

0101010100101010101010101010110110101011011001010110010

0101100100101010101010101001010101010101010101101101010
1101100101011001001011001001010101010101010010101010101

0101010110110101011011001010110010010110010010101010101

0101001010101010101010101101101010110110010101100100101

1011010101101100101011001001011001001010101010101010010

1010101010101010110110101011011001010110010010110110101
0110110010101100100101100100101010101010101001010101010

1010101011011010101101100101011001001011011010101101100

101011001001011001001010101010101010010101010101010101

01101101010110110010101100100101101101

Advanced malware

ÁObfuscationTechniques
ÁJunk/DeadCodeInsertion

ÁVariable/Registersubstitution

ÁInstructionreplacement

ÁInstructionpermutation

ÁCodetransposition

ÁArmoringtechniques:
ÁAnti-debugging(ensurethat a malwareisnot runningundera debugger)

ÁAnti-heuristics(usingfile parkers,usingvariousEntryPointObfuscation)

ÁAnti-goat(identifyinggoatfiles)

ÁAnti-VirtualMachine(detectif run undera virtual environment)
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Mallware, legends and truth

ÁCan we infect unknown, nonhuman (i.e. extraterrestrial) computers?
ÁThe Independence day

ÁSpace odyssey 3000

ÁThe Cloud by Ray Hammond

ÁHardware destruction

ÁΧ
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Advanced malware

ÁMalwarewith AI(nextgenerationmalware)
ÁIntelligentevasiontechniques(highlyevasive,anti-reversing)

ÁAutonomousmalware(massattackwith machinespeed,targeted and customizedattacks)

ÁBio-inspiredcomputationandswarmintelligence(mutate,evolution,swarmintelligencemalware)
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Artificial intelligence - advanced malware with AI
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Brief history of AI

ÁThe origin of the AI 

ÁAntikytheramechanism

ÁCharles Babbage

ÁA. Turing and EA terminology

ÁJohn von Neumann

ÁKonrad Zuse

ÁΧ
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Applications of AI in cybersecurity 
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Types of AI-driven cyber-attacks

•AI in the hands of hackers can be used to:
•Deepfake phishing: Generating realistic videos and voice messages.

•Automated exploits.

•Generative malware: AI creates polymorphic and metamorphic 
viruses.

•Adversarial attacks: AI deceives security models.

•Real-world examples:
•DeepLocker(IBM) - AI malware that activates based on the target's face.

•WormGPT- LLM model exploited for phishing.
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Automating cyber attacks with AI

•Previously: Hackers conducted attacks manually, tested phishing manually.

•Today:
•Automates target analysis (OSINT data collection).

•Writes malicious emails and codes based on prompts (WormGPT, FraudGPT).

•Creates undetectable exploits through evolutionary algorithms.

•Example: AI-driven ransomware attacks - malware generates personalized extortions.

https://www.bitsight.com/blog/ai-presents-new-class-hacking-tools
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AI in cyber defence

•AI helps with threat detection:
•Behavioralanalysis - AI detects anomalies in network traffic.

•AI-driven IDS/IPS systems - systems predict attacks before they happen.

•AI-enabled honeypots - AI adapts decoys to hackers.

•Real-world applications:
•Microsoft Defender ATP uses AI to predict malware.

•Google Chronicle uses AI for threat intelligence.
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AI in cyber warfare

•Cyber warfare is changing:
•AI can automate disinformation campaigns.

•AI-driven malware can attack critical infrastructure.

•State actors (APTs) use AI for espionage and sabotage.

•Examples of state AI threats:
•Volt Typhoon - Chinese threat to the US.

•Sandworm (Russia) - AI-driven destructive attacks.

POLYMORPHIC KEYLOGGER WITH THE POSSIBILITY OF 
MODIFYING THE PROGRAM ON THE FLY.

• AI synthesis of polymorphic malicious code.
• On-the-fly code modification.
• Compilation of Python malware into standalone 

executable code.
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AI-generated fraud and social engineering 

•Deepfake phishing:
•AI generates realistic videos and mimics voices.

•Automated fraudulent phone calls (vishing):
•AI clones executives' voices for financial fraud.

•Fake texts and documents:
•AI generates fraudulent contracts and legal documents.

•Example: FraudGPT- a model that creates customized fraud.
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AI and the dark web: the black market in cyber weapons

•They're for sale on the dark web:
•AI-powered ransomware-as-a-service.

•Automated phishing bots.

•Deepfake content generators.

•Real markets:
•Genesis Market - AI-driven identity theft.

•Underground LLM models for hacking.
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The future of AI in cybersecurity: threat or rescue?

•AI becomes both a weapon and a shield.

•Predicting development:
•AI-driven cyber warfare will become a reality.

•Defenseswill need to use increasingly advanced AI.

•Challenges and regulation:
•How to prevent the misuse of AI?

•Where are the ethical boundaries?
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Swarm intelligence ςhistory and basic principles

Speaking: Roman Senkerik
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Swarm intelligence

Speaking: Roman Senkerik
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Swarm intelligence and antimalware

SI simulating attacks

Speaking: Ivan Zelinka
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SI simulating attacks

ÁSelectedSIandEAsalgorithmsasthe artificial intruder
ÁPSO

ÁSOMA

ÁDE

ÁGWO

ÁSA

ÁAdaptivefirewall

Speaking: Ivan Zelinka
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PSO in action

Speaking: Ivan Zelinka
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Darwin, Mendel and malware evolution

Speaking: Ivan Zelinka
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Metamorphic virus - the Badboyvirus uses eight modules

ÁThe order of the subroutines will be different from generation to 
generation, which leads to n! different virus generations, where n is the 
number of subroutines. 

ÁBadBoyhad eight subroutines, and 8! = 40 320 different generations. 

ÁW32/Ghost (discovered in May 2000) has 10 functions, so 10! = 3 628 800
combinations. 

ÁBoth of them can be detected with search strings, but some scanners need 
to deal with such a virus algorithmically.

Speaking: Ivan Zelinka
Szor, P., 2005. The Art of Computer Virus Research and Defense: ART COMP VIRUS RES DEFENSE. Pearson Education.
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W32/Evolvirus

Speaking: Ivan Zelinka
Szor, P., 2005. The Art of Computer Virus Research and Defense: ART COMP VIRUS RES DEFENSE. Pearson Education.



0101010101010101001010101010101010101101101010110110010

1011001001011001001010101010101010010101010101010101011

0110101011011001010110010010110010010101010101010100101

0101010101010101101101010110110010101100100101100100101

0101010101010010101010101010101011011010101101100101011
0010010110010010101010101010100101010101010101010110110

1010110110010101100100101100100101010101010101001010101

0101010101011011010101101100101011001001011001001010101

0101010100101010101010101010110110101011011001010110010

0101100100101010101010101001010101010101010101101101010
1101100101011001001011001001010101010101010010101010101

0101010110110101011011001010110010010110010010101010101

0101001010101010101010101101101010110110010101100100101

1011010101101100101011001001011001001010101010101010010

1010101010101010110110101011011001010110010010110110101
0110110010101100100101100100101010101010101001010101010

1010101011011010101101100101011001001011011010101101100

101011001001011001001010101010101010010101010101010101

01101101010110110010101100100101101101

Malware evolution based on Mendelian and Darwinian theory

ÁCan malware evolve?

ÁMetamorphic malware

ÁaŀƭǿŀǊŜ ǳƴŘŜǊ 5ŀǊǿƛƴΩǎ ŀƴŘ aŜƴŘŜƭΩǎ ǘƘŜƻǊȅ

Speaking: Ivan Zelinka
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Metamorphism or evolution?

Speaking: Ivan Zelinka
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Malware evolution - a life cycle

ÁVirusmetamorphosisdrivenbyevolution

ÁRealvirusevolution
ÁLayers

ÁIndexing- 2:1:1:2:3:2:4,1

ÁMetamorphicviruswith 8 blocksis40320

ÁWhat if there isN blockswith M functions???

Speaking: Ivan Zelinka Káňová, K., 2017. Evoluce digitálního kódu (Digital Code Evolution), VSB-TU Ostrava, Thesis.
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Malware evolution in a combinatorial explosion

ÁVirus metamorphosis driven by evolution

ÁReal virus evolution
ÁLayers
ÁIndexing - 2:1:1:2:3:2:4,1
ÁMetamorphic virus with 8 blocks is 40 320 
ÁWhat if there is n blocks with m functions???
ÁWhile metamorphic with N blocks is N!, 

evo-metamorphic is n! m!/ (m-1)!...  
ÁΧǎƻ ǿŜ ƘŀǾŜ ŦƻǊ n = 8 and m = 5 is201 600

combinations that is significantly more than in 
the classical metamorphic scheme for that 
ǎŜǘǘƛƴƎΧ
ÁSee m = 10 Χ

Speaking: Ivan Zelinka Káňová, K., 2017. Evoluce digitálního kódu (Digital Code Evolution), VSB-TU Ostrava, Thesis.
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Virus can evolve, what next?

Speaking: Ivan Zelinka
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Swarm intelligence as a malware engine

Speaking: Ivan Zelinka
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What kind of malware can be 
expected in the near future?

One possible answer:

Zelinka, I., Das, S., Sikora, L., & 
§ÌÕÒÌĪąÒ, R. (2018). Swarm virus -
Next -generation virus and antivirus 
paradigm? . Swarm and 
Evolutionary Computation, 43, 207 -
224.

Vision

Speaking: Roman Senkerik
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Advanced malware

ÁMalwarewith AI(nextgenerationmalware)
ÁIntelligentevasiontechniques(highlyevasive,anti-reversing)

ÁAutonomousmalware(massattackwith machinespeed,targeted and customizedattacks)

ÁBio-inspiredcomputationandswarmintelligence(mutate,evolution,swarmintelligencemalware)

Speaking: Ivan Zelinka Truong, T.C., Diep, Q.B. and Zelinka, I., 2020. Artificial Intelligence in the Cyber Domain: Offense and Defense.Symmetry, 12(3), p.410.
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Neural swarm malware

ÁX-Ware powered by ANN

ÁCentralized version

ÁDistributed version

53

Each virus in the swarm is embedded with a MLP

Speaking: Ivan Zelinka Truong, T.C., Diep, Q.B. and Zelinka, I., 2020. Artificial Intelligence in the Cyber Domain: Offense and Defense.Symmetry, 12(3), p.410.

ANN Output

ANN Input
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More reading

Thanh, C. T., Zelinka, I. & Senkerik, R. (2019, July). Neural Swarm Virus. 
In 7-th Joint International Conferences on Swarm, Evolutionary and 
Memetic Computing Conference (SEMCCO 2019) & Fuzzy And Neural 
Computing Conference (FANCCO 2019), Maribor, 10-12 July 2019

Speaking: Ivan Zelinka



0101010101010101001010101010101010101101101010110110010

1011001001011001001010101010101010010101010101010101011

0110101011011001010110010010110010010101010101010100101

0101010101010101101101010110110010101100100101100100101

0101010101010010101010101010101011011010101101100101011
0010010110010010101010101010100101010101010101010110110

1010110110010101100100101100100101010101010101001010101

0101010101011011010101101100101011001001011001001010101

0101010100101010101010101010110110101011011001010110010

0101100100101010101010101001010101010101010101101101010
1101100101011001001011001001010101010101010010101010101

0101010110110101011011001010110010010110010010101010101

0101001010101010101010101101101010110110010101100100101

1011010101101100101011001001011001001010101010101010010

1010101010101010110110101011011001010110010010110110101
0110110010101100100101100100101010101010101001010101010

1010101011011010101101100101011001001011011010101101100

101011001001011001001010101010101010010101010101010101

01101101010110110010101100100101101101

From Malware Samples to Fractal Images: A New Paradigm for Classification
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Cyberweapon
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Overview
Cyber weapon definition

•Thereisno clearlydefinethe meaningof a cyber-weapon. However,a cyber-weaponcanbedefinedas
•άŀpart of equipment,a deviceor anyset of computer instructionsusedin a conflict amongactors,both nationaland

non-national, with the purposeof causing,even indirectly, a physicaldamageto equipment or people,or rather of
sabotagingor damagingin a direct waythe information systemsof a sensitivetarget of the attackedǎǳōƧŜŎǘέ6

6: Mele, Stefano. "Cyber-weapons: legal and strategic aspects (Version 2.0)." Available at SSRN 2518212 (2013)
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Overview
Cyberwarfare

•Cyberwarfaremay be definedasaŎƻƴƅƛŎǘamongactors,both Nationaland non-National,characterizedby
the use of technologicalinformation systems, with the purpose of achieving,keeping or defending a
conditionof strategic,operativeand/or tacticaladvantage.
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C5I

•Command, Control, Communications, 
Computers, Combat Systems, Intelligence
•Command & Control
•Digitální ovládání systému
•Optimální ovládání a odhad
•Autonomní vozidla
•Roboti
•tƻőƝǘŀőƻǾŞ ǾƛŘŠƴƝ

•Komunikace

•tƻőƝǘŀőŜ
• Intagrace systému a 

mikrokontroléru
•Kybernetické fyzikální systémy

• Intelligence
• Inteligentní AI 

•Bojové systémy
•Roboti
•Kybernetické fyzické systémy
•½ōǊŀƴŠ
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Overview
The first cyberweapon

•Stuxnet* wasconsideredastheǿƻǊƭŘΩǎfirst cyberweapon

*: Langner, Ralph. "Stuxnet: Dissecting a cyberwarfare weapon." IEEE Security & Privacy 9.3 (2011): 49-51.
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Essential elements

•Threeessentialelementsof a cyberweapon:

•Context: it mustbe the typicalcontextof a cyber-warfareact.

•Purpose: causing,even indirectly, physicaldamageto equipment or people,or rather sabotagingor damagingin a
direct waythe information systemsof a sensitivetarget of the attackedsubject

•mean/tool: anattackperformedthroughthe useof technologicalinformation systems,includingthe Internet
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Typical elements

•Typicalelementsof a cyberweapon:

1. Theaim must be specific,asopposedto genericmalware(exceptfor the caseof concealmentof the real purposes
of anattack);

2. the information systemswhichhavebeenhit mustbeclassifiedasa sensitivetarget of the attackedsubject;

3. the purposemust be to activelypenetratetheǘŀǊƎŜǘΩǎinformation systems(not just to causea simpledysfunction)
andwith maliciousends;

4. the information systemsof the target mustbeprotected;

5. tangibleor significantlydetectabledamagemustbecaused.
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Timeline of incidents

Year Name Tool used Effect Intent

2007 Estonia DDoS through 
botnet

Estonian government and banking websites and systems 
unavailable

To prevent normal functioning of critical systems, 
and prevent use of  e-government and e-banking 
services

2008 Georgia DDoS through 
botnet

DDoS attacks on government websites as prelude to 
kinetic attack

Disruption of government networks and 
communication channels

2008 Conficker Worm Global effect: French navy computer network infected 
grounding aircraft; UK DoD systems affecting warships; 
Computer systems of Manchester city council in UK

Disruption of critical military and police networked 
systems including aircraft control systems

2010 Stuxnet Worm Iranian nuclear centrifuges damaged Cause damage to nuclear enrichment
centrifuges and reduce nuclear weapon production 
capacity
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Timeline of incidents

Year Name Tool used Effect Intent

2012 Syrian Conflict DDoS Syrian Electronic Army (SEA) used software named 
BunderFucker1.0 to target four international media outlet

Alleged patriotic hackers promoting proAssad
narratives and disrupting anti-Assad websites and news 
media outlets

2012 Shamoon worm Iranian retaliation for Stuxnet: wiping of accessible and 
infected computers at Saudi
Aramco

To spread worm through Aramco
network which deletes and overwrites data on infected 
devices

2015 China Great Cannon 
DDoS

china uses its Great Cannon against US websites which 
listed other websites banned in China and which proposed 
ǎƻŦǘǿŀǊŜ ǘƻ ŎƛǊŎǳƳǾŜƴǘ /ƘƛƴŀΩǎ DǊŜŀǘ CƛǊŜǿŀƭƭ

To remove capacity for outside actors to
influence its citizens
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Current situation

•States that discuss cyber warfare and have cyber capabilities and teams:
•USA - USCYBERCOM - United States Cyber Command

•England - MI6

•Russia - Sandworm Group - GRU

•Indie - Indian Computer Emergency Response Team (CERT-In)

•Pakistan - Pakistan Cyber Army

•China - MSS - Ministry of State Security

•Israel - Israeli Defense Industry

•Iran - Iranian Cyber Army

•North Korea - Bureau 121
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Intelligence, Surveillance, and 
Reconnaissance
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Project Maven

•Nation: United States

•Year of appearance: 2017

•Main points: 

•using AI & ML in drone video for real-time 
battlefield command and control

•References:

•https://thebulletin.org/2017/12/project-maven-
brings-ai-to-the-fight-against-isis/

•https://www.govexec.com/media/gbc/docs/pdfs_ed
it/establishment_of_the_awcft_project_maven.pdf

https://thebulletin.org/2017/12/project-maven-brings-ai-to-the-fight-against-isis/
https://thebulletin.org/2017/12/project-maven-brings-ai-to-the-fight-against-isis/
https://www.govexec.com/media/gbc/docs/pdfs_edit/establishment_of_the_awcft_project_maven.pdf
https://www.govexec.com/media/gbc/docs/pdfs_edit/establishment_of_the_awcft_project_maven.pdf
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Project Skyborg

•Nation: United States

•Year of appearance: 2018

•Main points: 

•AI-enabled drone wingman 

•unmanned system that will partner with fighter 
jets and utilize artificial intelligence to conduct 
strike and intelligence-collection missions

•References:

•https://www.airforce-
technology.com/features/skyborg-the-us-air-
forces-future-ai-fleet/

https://www.airforce-technology.com/features/skyborg-the-us-air-forces-future-ai-fleet/
https://www.airforce-technology.com/features/skyborg-the-us-air-forces-future-ai-fleet/
https://www.airforce-technology.com/features/skyborg-the-us-air-forces-future-ai-fleet/
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Autonomous Vehicles
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TYW-1

•Nation: China

•Year of appearance: 2017

•Main points: 
•unmanned aircraft for reconnaissance and 

combat
•can operate with a high degree of automation, 

taking off and landing independently, requiring 
minimal human intervention in tracking and 
attacking targets

•References:

•https://www.militarydrones.org.cn/china-tyw-1-
military-uav-price-manufacturer-procurement-
portal-p00146p1.html

https://www.militarydrones.org.cn/china-tyw-1-military-uav-price-manufacturer-procurement-portal-p00146p1.html
https://www.militarydrones.org.cn/china-tyw-1-military-uav-price-manufacturer-procurement-portal-p00146p1.html
https://www.militarydrones.org.cn/china-tyw-1-military-uav-price-manufacturer-procurement-portal-p00146p1.html
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Sea hunter

•Nation: United States

•Year of appearance: 2016

•Main points: 

•autonomousunmanned surface vehicle(USV), 
which is operated by computer

•References:

•https://www.theverge.com/2016/4/8/11391840/us-
navy-autonomous-ship-sea-hunter-christened

https://www.theverge.com/2016/4/8/11391840/us-navy-autonomous-ship-sea-hunter-christened
https://www.theverge.com/2016/4/8/11391840/us-navy-autonomous-ship-sea-hunter-christened
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X-47B Unmanned Combat Air System

•Nation: United States

•Year of appearance: 2013

•Main points: 

•first fully autonomous UAV systems 

•capable to take off from an aircraft carrier, 
attack the target, and return to the carrier.

•References:

•https://www.northropgrumman.com/what-we-
do/air/x-47b-ucas/

https://www.northropgrumman.com/what-we-do/air/x-47b-ucas/
https://www.northropgrumman.com/what-we-do/air/x-47b-ucas/
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Summary and conclusion

•AI is changing the world of cybersecurity:
•AI empowers attackers and defenders.

•Increasingly sophisticated attacks require advanced defensive strategies.

•Regulating AI in cybersecurity will be key.

•Questions for discussion:
•Is AI in cybersecurity more of a threat or a help?

•What technologies can ensure security in the future?
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Thank you for your 
attention

mailto:ivan.zelinka@vsb.cz
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